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AI agents are
privileged
applications.
Govern them like
applications, not
like answers.
By April 2026, AI agents have moved from chat

interfaces to production workloads. They open tickets,

deploy code, transfer money, and orchestrate other

agents. Each one authenticates as something. Each

one carries permissions. Each one decides for itself.

92%
of enterprises lack full visibility

into AI agent identities

95%
doubt they could detect or

contain a compromised

agent

16%
effectively govern AI access

to core systems
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EU AI Act high-risk

obligations enforce, 2026
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IdentityLogic Consulting / AI AGENT GOVERNANCE § 01 · THE PREMISE

§  0 1  ·  W H A T  A N  A G E N T  I S ,  G O V E R N A N C E - W I S E

An agent is a privileged
application that decides for itself.

The most useful governance definition we have found: an AI agent is a software system that authenti‐

cates with credentials, holds delegated authority, plans and executes multi-step actions, and decides

which tool to invoke based on its own reasoning. That definition makes the IAM problem clear. Agents

are non-human identities that authorize themselves.

Traditional service accounts run a fixed script. Agents pick the script at runtime, sometimes the

next step too. That is the property that breaks the existing controls.

Three governance assumptions that no longer hold.

ASSUMPTION 1

Permissions are fixed at

provisioning time. Agents

discover and invoke tools

dynamically — they reach

for capability the directory

never knew about.

ASSUMPTION 2

Human oversight sits be‐

tween auth and action.

Agents complete

dozens of consequential

actions between human

review points.

ASSUMPTION 3

Behavior is interpretable

from logs. Agent reasoning

is opaque; the audit trail

captures the action, not the

decision that produced it.

2026 governance has to address all three. The infrastructure to

govern agents has not kept pace with the ease of building them.

— PRACTITIONER FIELD NOTE

THE REGULATORY FLOOR IS CLOSER THAN IT READS

The 2026 CISO AI Risk Report found 92% of large enterprises lack full visibility into their AI

agent identities and 95% doubt they could detect or contain a compromised agent. OWASP

published the Top 10 for Agentic Applications in December 2025. The EU AI Act's high-risk

obligations enforce on August 2, 2026. Forrester's 2026 prediction is that an agentic AI deploy‐

ment will cause a public data breach by year-end.
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IdentityLogic Consulting / AI AGENT GOVERNANCE § 02 · THREAT MODEL

§  0 2  ·  O W A S P  T O P  1 0  F O R  A G E N T I C  A P P L I C A T I O N S ,  2 0 2 6

The first formal taxonomy
of agent-specific risks.

Published in December 2025 after peer review by more than 100 industry experts, the OWASP Top 10

for Agentic Applications is the most operationally actionable threat model currently available. We rec‐

ommend it as the baseline against which every production agent deployment is reviewed.

# RISK CATEGORY WHAT IT MEANS IN PRACTICE PRIMARY CONTROL

ASI 01 Goal hijacking Adversary redirects the agent's objective via prompt

injection or context manipulation

Semantic intent classification before tool

invocation; immutable system prompts

ASI 02 Tool misuse Agent invokes a tool outside its intended scope or

chains tools to escalate impact

Capability sandboxing; per-tool

authorization checks; MCP security

gateway

ASI 03 Identity & privilege abuse Agent inherits or accumulates privileges beyond what

the task requires

Per-task ephemeral identity; least-privilege

scoping; no shared credentials

ASI 04 Memory & context poisoning Adversary contaminates persistent memory or RAG

context to bias future decisions

Memory provenance tracking; cross-model

verification on critical decisions

ASI 05 Cascading failures One compromised agent or tool propagates failure

across orchestrated agents

Circuit breakers; SLO enforcement; blast-

radius limits per agent

ASI 06 Rogue agents Unsanctioned or compromised agents operating

outside the governance boundary

Agent registry with mandatory enrollment;

runtime detection of unregistered agents

ASI 07 Insecure inter-agent comms Agent-to-agent calls without mutual authentication or

message integrity

Inter-Agent Trust Protocol; mTLS or signed

message envelopes

ASI 08 Agentic supply chain Compromised plugins, MCP servers, or third-party

tools called by the agent

Plugin signing; manifest verification;

vendor SLSA-compatible provenance

ASI 09 Unexpected code execution Agent generates and executes code outside intended

sandbox boundaries

Execution rings with resource limits; static

analysis on generated code

ASI 10 Human-trust exploitation Operator approves an agent action without sufficient

context to evaluate it

Approval workflows with quorum logic;

structured decision summaries

Source: OWASP GenAI Security Project, Top 10 for Agentic Applications 2026, December 2025. Risk descrip‐
tions condensed by IdentityLogic for practitioner reference.
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IdentityLogic Consulting / AI AGENT GOVERNANCE § 03 · INCIDENTS

§  0 3  ·  I N C I D E N T S  T H A T  N A M E  T H E M S E L V E S

What agentic AI failures
have looked like so far.

The pattern emerging from Q1 2026 incidents is consistent with the rest of the IAM landscape: the

failures are not novel attack categories, they are predictable consequences of skipped controls. Three

patterns dominate the incident reporting.

Agents acting under developer credentials.

The fastest path to a working agent is giving it the same credentials the developer used during

testing. In production assessments we consistently find agents running with highly-privileged API

keys, OAuth tokens from developer accounts, and service principals with subscription-wide permis‐

sions. Compromise of one agent in this configuration grants attackers the full access of its creator,

often across multiple environments. This pattern maps directly to OWASP ASI 03 and is the most

common gap we encounter on day one of an engagement.

Cross-tenant trust and supply-chain compromise.

Agents increasingly call tools and services they did not author — third-party MCP servers, vendor

APIs, plugin ecosystems. The Q1 2026 OWASP round-up documented multiple incidents where

compromised third-party integrations on agent platforms enabled lateral movement into customer

environments through trusted non-human identities. The pattern echoes the tj-actions GitHub

Action breach of March 2025, but with agentic blast-radius dynamics: a compromised tool chained

through an autonomous orchestrator can affect many more downstream actions before detection.

AI-assisted attacks accelerating attacker tempo.

OWASP and Bloomberg both reported on a multi-agency Mexican government compromise in early

2026 in which Anthropic Claude and ChatGPT were used to automate reconnaissance, script gen‐

eration, and exploit iteration, accelerating an intrusion that exfiltrated approximately 150 GB across

multiple agencies. This is not an agent governance failure inside the victim — it is an agent capabil‐

ity exploited offensively. The implication for defenders is symmetric: the same agent capabilities

that compress attack tempo must be matched by defensive ITDR telemetry that operates at agent

speed, not human speed.

Every Q1 2026 incident category we have catalogued maps to an existing IAM
control gap. What is new is the speed at which an agent compounds those gaps.

— OWASP GENAI EXPLOIT ROUND-UP · Q1 2026
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IdentityLogic Consulting / AI AGENT GOVERNANCE § 04 · CONTROL FRAMEWORK

§  0 4  ·  T H E  C O N T R O L  F R A M E W O R K

Six controls every production
agent should ship with.

These six controls are what we recommend implementing first, in this order, when operating or

commissioning a production AI agent. The sequence matches the OWASP threat model: each control

closes a category of attack the prior controls cannot address.

01
CLOSES ASI 03

Per-task ephemeral identity

Each agent invocation creates a fresh NHI scoped to the

task, with TTL shorter than expected duration plus margin.

Credentials issued through workload identity federation, nev‐

er embedded in code or environment variables. Bounds the

blast radius of a compromised agent to a single invocation.

02
CLOSES ASI 02 · 09

Capability sandboxing with explicit tool
authorization

Every tool the agent can invoke is enumerated, scoped, and

authorized at the policy layer — not the agent's reasoning

layer. Tool calls pass through an MCP security gateway

that enforces per-tool authorization, rate limits, and

parameter validation.

03
CLOSES ASI 10

Centralized policy engine for privileged actions

Privileged actions — financial transactions, data writes, ex‐

ternal communications — are evaluated against a central‐

ized policy engine before execution. The agent does not de‐

cide whether the action is permitted; the policy engine does.

Critical actions escalate to a human approver with a struc‐

tured decision summary.

04
CLOSES ASI 04 · SUPPLIES AI ACT ART. 12/13

Comprehensive runtime logging & ITDR
integration

Every authentication, tool invocation, parameter set, and pol‐

icy decision is logged with the agent's identity, the originat‐

ing user, the task ID, and a cryptographic chain of custody.

Logs stream to the SOC. ITDR detection logic flags tool-call

sequences that deviate from baseline.

05
CLOSES ASI 07

Inter-agent authentication & message integrity

Agent-to-agent calls use mutual authentication and signed

message envelopes. Each agent verifies the identity,

scope, and intent of the calling agent before executing

the requested action. Limits propagation paths for

compromised agents.

06
CLOSES ASI 06 · SUPPLIES AI ACT ART. 9

Agent registry & lifecycle governance

Every agent is enrolled in a central registry with capabilities,

permissions, ownership, and approved tool catalog.

Unregistered agents are detected and quarantined.

Decommissioning is a first-class lifecycle event with creden‐

tial revocation and dependency cleanup.
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IdentityLogic Consulting / AI AGENT GOVERNANCE § 05 · MATURITY · REGULATORY

§  0 5  ·  A G E N T  G O V E R N A N C E  M A T U R I T Y

Where most enterprises are,
and what each step costs.

STAGE IDENTITY & ACCESS RUNTIME CONTROLS GOVERNANCE & AUDIT

Agents share developer credentials

or static API keys

No tool gateway; agent calls APIs

directly

No registry; ad-hoc deployment;

informal review

Per-agent service principal; some

scoping

Basic logging; manual policy checks Spreadsheet inventory; quarterly

review

Per-task ephemeral identity via

workload federation

MCP gateway; per-tool authorization;

policy engine

Agent registry; ITDR alerts to SOC;

audit-ready logs

Bounded ephemeral identity with

cryptographic provenance

Cross-model verification on critical

decisions; circuit breakers

Continuous compliance monitoring;

EU AI Act Article 9 evidence pipeline

§  0 6  ·  R E G U L A T O R Y  A L I G N M E N T

Mapping the framework to the standards that matter in 2026.

FRAMEWORK STATUS WHAT IT REQUIRES OF AGENT OPERATORS

EU AI Act, high-risk obligations Enforces 2 August 2026 Article 9 ongoing risk management; Article 12 record-keeping; Article 13

transparency & interpretability; Article 14 human oversight

NCCoE Software & AI Agent

Identity

Concept paper Feb 2026;

demonstration project in

scoping

Standards-based approaches to agent identity and authorization, drawing

on OAuth 2.0 and existing NIST identity guidelines

NIST AI RMF Voluntary; de-facto standard for

U.S. federal and regulated

industries

Govern, Map, Measure, Manage functions extended to autonomous

agents (NIST CAISI initiative launched Feb 2026)

OWASP Top 10 for Agentic

Applications

Published December 2025 Threat model coverage; controls mapped to each ASI category;

documented mitigations as part of program evidence

ISO/IEC 42001 Published 2023; certification

programs operational in 2026

AI management system requirements; integrates with existing ISO 27001

controls

Initial

Defined

Managed

Optimized
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IdentityLogic Consulting / AI AGENT GOVERNANCE § 07 · HOW WE HELP

§  0 7  ·  H O W  W E  H E L P

Four engagement models, mapped
to where agent governance breaks.

AI agent governance is an extension of non-human identity governance. The failure patterns we see on

day one of an engagement are the ones the controls in this paper address.

ENGAGEMENT MODEL WHERE IT FITS WHAT WE DELIVER

Advisory Agents in production; no governance

program; OWASP Top 10 not yet a

baseline

Current-state assessment against OWASP Top 10 for

Agentic Applications 2026 and the NCCoE concept paper;

EU AI Act readiness review; target architecture for agent

identity and runtime control; three-horizon roadmap with

prioritized risk reduction

Implementation Strategy is set; the engineering work is

the gap (workload federation, MCP

gateway, ITDR)

End-to-end implementation across SailPoint, Saviynt, Okta,

CyberArk, BeyondTrust, and Ping extended to non-human

and agent identities, plus workload identity federation

patterns (SPIRE, cloud-native), MCP security gateway

integration, and ITDR rollout

Managed Support Live agent deployment; policy drift; alerts

going unanswered; registry rotting

Steady-state run-and-improve: agent registry health, policy

tuning, credential rotation for non-human and agent

identities, ITDR alert triage, monthly governance reporting

with EU AI Act Article 9 evidence

Fractional Leadership No IAM owner driving the agent

governance program day to day

vIAM (virtual IAM leadership) covering agent governance

strategy, vendor management, audit response, and

stakeholder communication on a fractional basis
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S C H E D U L E  A  F R E E  3 0 - M I N U T E  I A M  A S S E S S M E N T  C A L L

Practitioner conversations, not sales pitches.
We work primarily with security leaders and IAM architects who already know they have a program

problem. IdentityLogic Consulting LLC is a Minority-Owned Small Business based in Arlington, VA.

IDENTITYLOGICCONSULTING.COM CONTACT@IDENTITYLOGICCONSULTING.COM

(703) 843-6787
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